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Computer Incident handling 
If you suspect that a computer has been compromised, used for some type of crime, or used in an inappropriate way, follow the following steps exactly to ensure evidence preservation. 
First, do not touch the computer until you have read these instructions!
Steps for handling incidents 
1.  Contact your IMO immediately.  If the IMO is not available, contact the Information Assurance Manager (IAM) at DCSIM phone DSN 423-5154/4615 or commercial (32) 065-44-5154/4615.  If the IMO is not available contact RCERT (See step 3).

2. Disconnect the computer from the network but leave the computer running. The network cable usually looks similar to a normal U.S. telephone cable and is located behind the computer and attached to the wall. Disconnect this cable, but no others. This will prevent further damage done by an intrusion and prevent the evidence from becoming tainted. 
3. The IMO Call the RCERT-E at DSN 380-5232 24 hours a day. If it is determined to be an incident, the Incident Response Team at DSN 380-5889 will handle the situation. The IRT will determine which additional authorities to contact. 
4. Turn off the monitor and place a yellow sticky instructing everyone not to touch the computer. 
5. Ensure that no one is "determining what happened" on the computer before CID and RCERT-E's examination. The full findings of the incident will be shared with the local systems administrators and chain of command. 
6. Await the arrival of CID and RCERT-E representatives - in the near future, CID and the RCERT-E will have the ability to remotely image all media types across the network. Special instruction will be given to the local systems administrators for those situations. 
