Symptoms

If you think that you have a virus but are not sure what to do, then first look for some of the warning signs: 

· Programs taking longer to load (Typically not a sign of a virus by itself, for example Norton AV runs scans on files when accessed – causing the program to take longer).

· System becomes extremely slow.

· Programs crashing for no reason. 

· The hard disk being accessed more often.

· Files that disappear for no reason and/or frequent file corruption. 

· Devices that once worked now refusing to work even when no changes were made to the system configuration. 

· Strange messages popping up.

Of course, there are other causes of the above mentioned symptoms, ranging from hardware problems to user error, but they can indicate the presence of a virus infection.

What to do…

If you think you're infected take special note of these points: 

· Don't panic. Disconnect your computer from the network to prevent further spread of the virus. Contact your IMO/system administrator or the RCERT immediately, don’t wait.

IMO’s

· Don't erase or format everything in sight. Erasing random things wastes time, and might cause you to lose valuable information. In fact, with many common viruses, if you were to use fdisk and format on an infected system, you'd remove everything except the virus. It is very likely that the virus is only in a few places on your system, and may be removed easily with the proper anti-virus tools. 
NOTE: Removing/re-formatting also minimizes the chance of determining what was causing the problem. 

· If possible identify the name of the malicious logic. Capture the virus on a disk, Zip it and password protect the file. Send the file to the RCERT-Europe with the password enclosed in the E-mail. Or run AV program to identify.

· Update virus definitions. If you didn’t update your definitions get some 3.5" disks and get started. Update your engine and AV signatures and then scan the system. If you find a virus, go ahead and remove it. If you find a Trojan Horse, STOP! Contact your Information Assurance Manager (IAM). You may have just crossed over from recovering from a virus infection into the realm of an investigation into a compromise of a USAREUR computer system by an outside host. This may involve investigative authorities It is important for RCERTE to know how the Trojan was obtained to help us eliminate the chance of others in USAREUR having the same problem. 

· Keep a record of everything you do. It will help you to be thorough, and will save you from duplicating work.

· Report all virus like activity to the IAM.
