Virus Hoaxes

Here are some tips on how to identify virus hoaxes: 

1. Detect the undetectable. Beware of warnings that claim a virus is undetectable. In general, if you keep your antivirus software up-to-date, your system will nab the latest viruses.

2. Study the subject. If the e-mail message's subject line includes words such as "Urgent," "Warning," or even "Virus Alert," it's often a good indication that you're dealing with a hoax. Read the e-mail message with great skepticism, not great urgency.

3. Beware of tech talk. Look out for pseudo-technical discussions on the dangers of the virus. Some hoax messages include pure gobbledygook.

4. Check the sources. To create an aura of credibility, a hoax often quotes a well-known company or agency, such as Microsoft, the Federal Communications Commission, or an antivirus company. Check the Web sites of the sources quoted (or see your antivirus vendor's site). Remember also that Microsoft never posts virus alerts via e-mail.

5. Scrutinize the instructions. Beware of messages that insist you delete a file manually.

6. Don't spread the word. False alerts always urge you to tell everyone you know. Ignore the instructions, delete the message, and don't alarm everyone on your mailing list.

Virus Hoax Examples 

1.  An email alert from someone – the message indicates that their PC had been infected and that the virus had already sent itself to everyone in his address book, including me. The virus would lie dormant for two weeks "before damaging the system."   The sender's message identified jdbgmgr.exe as the infected file and tells you to delete it. Bad idea. The executable file in question is actually built into Windows. If you delete it, then some Web sites that rely on Java won't work properly. 

2.  The $800 for Microsoft warning is a hoax, The hoax message is similar to the following:

Netscape and AOL have recently merged to form the largest internet company in the world. In an effort to remain at pace with this giant, Microsoft has introduced a new email tracking system as a way to keep Internet Explorer as the most popular browser on the market. This email is a beta test of the new software and Microsoft has generously offered to compensate who participate in the testing process. For each person you send this email to, you will be given $5. For every person they give it to, you willbe given an additional $3. For every person they send it to you will receive $1. Microsoft will tally all the emails produced under your name over a two Week period and then email you with more instructions. This beta test is only for Microsoft Windows users because the email tracking device that contacts Microsoft is embedded into the code of Windows 95 and 98. I know you guys hate forwards. But I started this a month ago because I Was very short on cash. A week ago I got an email from Microsoft asking me For my address. I gave it to them and yesterday I got a check the mail for $800. It really works. I wanted you to get a piece of the action. You won't regret it.


3.  This hoax is written in Portuguese:

Assunto: AVISO IMPORTANTE!!! 

Por favor, transmita-a para qualquer pessoa que você conhece e que acessa a Internet. Você pode receber um protetor de telas da Coca Cola, aparentemente inofensivo, intitulado "Coke.exe".  Se você recebê-lo NÃO ABRA O ARQUIVO SOB NENHUMA CIRCUNSTÂNCIA e delete-o imediatamente. Se você abrir esse arquivo aparecerá a mensagem em seu monitor "drink a coke and go to hell", em seguida PERDERÁ TUDO QUE TIVER EM SEU PC e a pessoa que o enviou terá acesso ao seu nome, e-mails e passwords.  Trata-se de um novo vírus que começou a circular ontem pela manhã. A AOL já confirmou sua periculosidade e os Softs Anti-Virus não estão aptos a destruí-lo. O Vírus foi criado por um hacker que acusa a multinacional Coca Cola de utilizar mutações genéticas para fabricar o xarope utilizado nos seus refrigerantes. 
ENVIE ESTE E-MAIL PARA TODO O SEU MAILING!!!

Translated to English

Subject: IMPORTANT WARNING! 

Please send this to every person you know, and that accesses the Internet.You may receive an apparently harmless screen protector from Coca-Cola, called "Coke.exe". If you receive it UNDER NO CIRCUMSTANCE OPEN THE FILE, and delete it immediately. If you do open this file, the following message will appear on your monitor "drink a coke and go to hell", after that YOU WILL LOSE EVERYTHING YOU HAVE IN YOUR PC, and the person who sent it to you will gain total access to your name, e-mails, and passwords.  This is a new virus that started spreading yesterday morning. AOL has already confirmed its dangerousness, and the Antivirus Soft is not ready to destroy it. 
A hacker who accuses the multinational Coca-Cola of using genetic mutations to manufacture the syrup used in the sodas created the virus
SEND THIS E-MAIL TO YOUR ENTIRE E-MAIL LIST!!!


What to do…

Don't panic. The best course of action is to merely delete these hoax emails.  Don't erase or format everything in sight. Erasing random things wastes time, and might cause you to lose valuable information. In fact, with many common viruses, if you were to use fdisk and format on an infected system, you'd remove everything except the virus. It is very likely that the virus is only in a few places on your system, and may be removed easily with the proper anti-virus tools.                 

 Report all virus-like activity to the IAM.
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